thinking

203
One Page Thinking, LLC
www.onepagethinking net

Data Activities

Data Generation, Computing and Consumption

Data Transmission

A UPSTREAM: DATA PRODUCTION

The Promise of Data. Many experts believe data (and particularly bP data) hold the key to the future
because or therr abnty to reveal patterns and connections that significantly improve lives from secure
self-driving cars to more effective pharmaceutical treatments fo more ‘reliable weather forecasts
enabling farmers to get better yields or predicting drought conditions. To understand how to hamess
the” betn%ﬁtts of data, the starting point is to understand what data are, who generates data, and who
collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data created,
Capiured, copred, and consumed in the world increased from 1.2 ftrillion g||gabytes‘to 59 trillion
gigabytes, an almost 5,000% rate of growth! IBM estimates there are 2.9 million emails sent every
second, 375 megabytes of data consumed by households daily, 20 hours of video uploaded to
YouTube every minute, 24 petabytes of data processed ﬁer daY by Google, and 73 ﬁroducﬁs ordered
on Amazon peér second. More data was generated in the last two years than in the entire human
history before that. The total amount of data created, captured, copied, and consumed t};lobally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a world of data.
Data Creators. Every individual, business, and government agency anywhere generates data:

«  Each second of each day, individuals generate data. On Google anne,EeopIe.submit 40,000
search queries per second, which amounts to 1.2 trillion searches yearly! Each minute, 300 new
hours of video show up on YouTube. That's why there are more than 1 billion gigabytes (1
exabyte) of data_on Google’'s servers! People share more than 100 terabytes of data on
Facebook daily. Every minute, users send 31 million messages and view 2.7 million videos.
Smart devices'(for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily. o )

. very business’ generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be similar
across all business sectors and (b) arising from operations that are unique to its business sector
(i.e., the products and services the company sells), such as healthcare (health insights, data on
the effectiveness of different drug treatments, and improvements in emergency room care%/,
banking (customer account balances, and loan delinquencies), entertainment media (the T
shows subscribers watched dur|ng peak viewing hours), retail (customer profiles and purchase
histories and habits), energy and utility industries (sensors that indicate turbine and engine
performance), construction (building construction sequencing, and subcontractor scheduling),
and transportation (train conditions and fuel consumption). o ) )

* Inthe US,, the federal government is perhaps the mostfprohﬂc generator of data, including
weather, employment, and economic statistics, surveillance footage of foreign troop movements,
the flight paths ‘of asteroids and comets, the amount of government student loans outstanding,
and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate data for

Themselves (original data generation), each data %enerator is involved in collecting data from the

other data generators, which itself is a form of data generation (secondary data generation). For

example, a business will collect personal data from its customers in order to establish an online
banking account, the government will request data from a_pharmaceutical company to determine

whether to grant approval for a new drug, and individuals will collect data from the government or a

business in order to initiate litigation.

= MIDSTREAM: DATA STORAGE & PROCESSING

Storage. Once generated, data will be stored until needed:

»  On disks embedded in stationary and mobile computing devices (e.g., desktop and laptop
computers, tablets, smartphones, digital assistants, wearables/watches, and fitness trackers);

» Indata centers operated by government agencies and business enteﬁ)rlses; or

» Inthe cloud (i.e., mega-data centers operated by cloud service providers). .Surﬁnsmglly, only a
small percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid growth
of the data volume, the installed base of storage capacity is forecast to increase at a compound

annual growth rate of 19.2%.
ComgutinE ii.e. Analyzing and Processinq). Over 99% of collected data never gets used or
analyzed. Uespite this tremendous waste of data, data that are ultimately used will be processed into

more valuable products for their owners, such as:
» Individuals, a photo collection or recommended music playlist, healthy diet plan, or exercise
regime for individuals; and ) » )
»  Businesses, insights on how to increase productivity and reduce costs, when to repair
equipment, what goods to produce (and the price to ‘sell them), or whether fraud may be
occurring.
Aqlglicationsg Big data is only as useful as the ability to read it. Therefore, data generators and
collectors need tools to analyze and read the data.” Businesses use tools to exfract data from
business systems and integrate it into a repository, such as a data warehouse. Once in the
warehouse, the data can be analyzed.  Analytical tools range from spreadsheets with statistical
functions to enterprise resource planning systems (ERP), customer relations management programs
CRM), payroll tools, and operational systems.
dge to Core to Cloud. The applications can be located:
<~ On-device (., on the same computing device where the data are stored); .
»  On-premises (i.e., in a data center maintained by an enterprise at a central or core location);
«  Atthe edge (i.e., at the location near where the data are generated);
» In the cloud (i.e., a data center operated by a cloud service provider, where over 30% of all
stored data is uploaded); or . .
»  Any combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move from
“edge to core to cloud.”
Artificial Intelligence. The phenomenon of artificial intelligence (Al) refers to the development and
eployment or computer systems and aI?onthms that can perform comﬁlex tasks typically requiring
human intelligence. Tpda){, the amount of data that is generated, by both humans and machines, far
outpaces humans’ ability to absorb, interpret, and make complex décisions based on that data. As a
result, users of data are increasingly relying on Al for complex decision making. Specific applications
of Al include expert systems, natural language processing, image recognition, speech recognition,
content generation, and machine vision. .
High-Performance Computing. Industry standard servers have been the backbone for multi-
WorKload_compu |ndg. owever, with the” explosion of data the desire to apply Al software and
algorithms to the data, high-performance computing has become essential for compute-intensive
workloads, such as Al (including machine learning and deep learning), data analytics, graphics and
scientific computing, across hyperscale, cloud, enterprise, public sector, and edge data centers.
Increasingly, the modern server is equipped to handle high-performance computing (lHPC),
Processm data and performing complex calculations at high speeds. To put it into perspective, a
aptop or desktop with a 3 GHz "processor can perform 3 billion calculations per second. While that is
much faster than anY human can achieve, it pales in comparison to HPC solutions that can perform
quadillions of calculations per second. These HPC environments incorporate a suite of products,
including Al technologies to train algorithms on large data sets that (2? learn patterns and make
predictions or decisions without bem? explicitly programmed (machine’ learning) and (2) employ
neural networks with multiple layers fo handle”complex tasks such as image recognition, natural
language processing, and speech recognition (deep learning).

DOWNSTREAM: DATA CONSUMPTION

Receipt and Consumption. Once refined data are received, government agencies, enterprises and
fRAIviduars wir consume e data in one or more forms. They can:
»  Letthe data sit on their device unopened, . o .
»  Delete the data from their device (e.g., junk mail, remove duplicate images and media)
«  Consume it, and then:

*  Delete the data, or )

»  Store the data on the device, or . . o
»  Work on the data, which restarts the data cycle of generation, processing, transmission, and

consumption. o o . L

Internet Users. The global population is 7.9 billion people. There are over 5.47 billion active internet
USers, 5o tey account for approximately 66% of the entire world’s population. This also means that
2.7 billion people have no internet access. .Agproxmately 7.5 billion peoPIe are projected to use the
internet by 2030 when 500 billion devices will be connected to the internet.
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A UPSTREAM: DATA PRODUCTION

The Promise of Data. Many experts believe data (and particularly bP data) hold the key to the future
because or therr abnty to reveal patterns and connections that significantly improve lives from secure
self-driving cars to more effective pharmaceutical treatments fo more ‘reliable weather forecasts
enabling farmers to get better yields or predicting drought conditions. To understand how to harness
the” betn%ﬁtts of data, the starting point is to understand what data are, who generates data, and who
collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data created,
Capiured, copred, and consumed in the world increased from 1.2 ftrillion g||gabytes‘to 59 trillion
gigabytes, an almost 5,000% rate of growth! IBM estimates there are 2.9 million emails sent every
second, 375 megabytes of data consumed by households daily, 20 hours of video uploaded to
YouTube every minute, 24 petabytes of data processed ﬁer daY by Google, and 73 ﬁroducis ordered
on Amazon peér second. More data was generated in the last two years than in the entire human
history before that. The total amount of data created, captured, copied, and consumed t};lobally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a world of data.
Data Creators. Every individual, business, and government agency anywhere generates data:

«  Each second of each day, individuals generate data. On Google anne,EeopIe.submit 40,000
search queries per second, which amounts to 1.2 trillion searches yearly! Each minute, 300 new
hours of video show up on YouTube. That's why there are more than 1 billion gigabytes (1
exabyte) of data_on Google’'s servers! People share more than 100 terabytes of data on
Facebook daily. Every minute, users send 31 million messages and view 2.7 million videos.
Smart devices'(for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily. o )

. very business’ generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be similar
across all business sectors and (b) arising from operations that are unique to its business sector
(i.e., the products and services the company sells), such as healthcare (health insights, data on
the effectiveness of different drug treatments, and improvements in emergency room care%/,
banking (customer account balances, and loan delinquencies), entertainment media (the T
shows subscribers watched dur|ng peak viewing hours), retail (customer profiles and purchase
histories and habits), energy and utility industries (sensors that indicate turbine and engine
performance), construction (building construction sequencing, and subcontractor scheduling),
and transportation (train conditions and fuel consumption). o ) )

* Inthe US,, the federal government is perhaps the mostfprohﬂc generator of data, including
weather, employment, and economic statistics, surveillance footage of foreign troop movements,
the flight paths ‘of asteroids and comets, the amount of government student loans outstanding,
and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate data for

Themselves (original data generation), each data %enerator is involved in collecting data from the

other data generators, which itself is a form of data generation (secondary data generation). For

example, a business will collect personal data from its customers in order to establish an online

banking account, the government will request data from a_pharmaceutical company to determine .

whether to grant approval for a new drug, and individuals will collect data from the government or a /
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Storage. Once generated, data will be stored until needed: Data Center Servers/Storage and Networking Equipment THE CLOUD Devices

On disks embedded in stationary and mobile computing devices (e.g., desktop and laptop
computers, tablets, smartphones, digital assistants, wearables/watches, and fitness trackers);

» Indata centers operated by government agencies and business enteré)rlses; or

» Inthe cloud (i.e., mega-data centers operated by cloud service providers). SurﬁnSlng]y, only a
small percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid growth
of the data volume, the installed base of storage capacity is forecast to increase at a compound
annual growth rate of 19.2%. i

ComgutmE il.e. Analyzing and Processmq). Over 99% of collected data never gets used or

analyzed. Uespite this tremendous waste of data, data that are ultimately used will be processed into

more valuable products for their owners, such as:

» Individuals, a photo collection or recommended music playlist, healthy diet plan, or exercise
regime for individuals; and ) » )

»  Businesses, insights on how to increase productivity and reduce costs, when to repair
equipment, what goods to produce (and the price to ‘sell them), or whether fraud may be
oceurring.

Aqlglicationsg Big data is only as useful as the ability to read it. Therefore, data generators and

collectors need tools to analyze and read the data.” Businesses use tools to exfract data from

business systems and integrate it into a repository, such as a data warehouse. Once in the

warehouse, the data can be analyzed.  Analytical tools range from spreadsheets with statistical

functions to enterprise resource planning systems (ERP), customer relations management programs

CRM), payroll tools, and operational systems.

dge to Core to Cloud. The applications can be located:
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»  On-premises (i.e., in a data center maintained by an enterprise at a central or core location); - -
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» In the cloud (i.e., a data center operated by a cloud service provider, where over 30% of all Applications - -
stored data is uploaded); or . . 1l
»  Any combination of the above. Because the data landscape is more dispersed than ever, the Film and TV Online Shopping | [Music Storage and
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Increasingly, the modern server is equipped to handle high-performance computing ([HPC),
Processm data and performing complex calculations at high ‘speeds. To put it into perspective, a
aptop or desktop with a 3 GHz "processor can perform 3 billion calculations per second. While that is
much faster than anY human can achieve, it pales in comparison to HPC solutions that can perform
quadrillions of calculations per second. These HPC environments incorporate a suite of products,
including Al technologies to train algorithms on large data sets that (2? learn patterns and make
predictions or decisions without bem? explicitly programmed (machine’ learning) and (2) employ
neural networks with multiple layers fo handle”complex tasks such as image recognition, natural
language processing, and speech recognition (deep learning).
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Internet Use?s. The global population is 7.9 billion people. There are over 5.47 billion active internet i
USers, 5o tey account for approximately 66% of the entire world’s population. This also means that
2.7 billion people have no internet access. .Agproxmately 7.5 billion peoPIe are projected to use the
internet by 2030 when 500 billion devices will be connected to the internet.
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Data Activities

A UPSTREAM: DATA PRODUCTION

The Promise of Data. Many experts believe data (and particularly big data) hold the key to the future
because of therr abny to reveal patterns and connections that significantly improve lives from secure
self-driving cars to more effective pharmaceutical treatments fo more ‘reliable weather forecasts
enabling farmers to get better yields or predicting drought conditions. To understand how to harness
th?l b?n%ﬁtts of data, the starting point is to understand what data are, who generates data, and who
collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data created,
tapiured, copred, and consumed in the world increased from 1.2 trillion g||gabytes_to 59 trillion
gigabytes, an almost 5,000% rate of growth! IBM estimates there are 2.9 million emails sent every
second, 375 megabytes of data consumed by households daily, 20 hours of video uploaded to
YouTube every minute, 24 Mpetabytes of data processed ﬁer daY by Google, and 73 products ordered
on Amazon pér second. More data was generated in the last two years than in the entire human
history before that. The total amount of data created, cagtured, copied, and consumed ?Iobally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a world of data.
Data Creators. Every individual, business, and government agency anywhere generates data:

»  Each second of each day, individuals generate data. On Google alone, people submit 40,000
search queries per second, which amounts to 1.2 trillion searches yearly! Each minute, 300 new
hours of video show up on YouTube. That's why there are more than 1 billion gigabytes (1
exabyte) of data_on Google’s servers! People share more than 100 terabytes of data on
Facebook daily. Every minute, users send 31 million messages and view 2.7 million videos.
Smart devices'(for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily. o )

* very business” generates data (a). through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be similar
across all business sectors and (b) arising from operations that are unique to its business sector
(i.e., the products and services the company sells), such as healthcare (health insights, data on
the effectiveness of different drug treatments, and improvements in emergency room care%/,
banking (customer account balances, and loan delinquencies), entertainment media (the T
shows subscribers watched during peak viewing hours), retail (customer profiles and purchase
histories and habits), energy and utility industries (sensors that indicate turbine and engine
performance), construction (building construction sequencing, and subcontractor scheduling),
and transportation (train conditions and fuel consumption). o ) )

* Inthe US,, the federal government is perhaps the most fprolmc generator of data, including
weather, employment, and economic statistics, surveillance footage of foreign troop movements,
the flight paths ‘of asteroids and comets, the amount of government student loans outstanding,
and data on the incidence of disease.

Data_Collection. Although individuals, businesses and government agencies generate data for

Vi foinal data generation), each data qenerator is involved in collecting data from the
other data generators, which itself is a form of data generation (secondary data generation). For
example, a business will collect personal data from its customers in order to establish an online
banking account, the government will request data from a_pharmaceutical company to determine

whether to grant approval for a new drug, and individuals will collect data from the government or a

business in order to initiate litigation.
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= MIDSTREAM: DATA STORAGE & PROCESSING

Storage. Once generated, data will be stored until needed:
»  On disks embedded in stationary and mobile computing devices (e.g., desktop and laptop
computers, tablets, smartphones, digital assistants, wearables/watches, and fitness trackers);
» Indata centers operated by government agencies and business ente_rdprlses; or
» Inthe cloud (i.e., mega-data centers operated by cloud service providers). .Surﬁnsmglly, only a
small percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid growth
of the data volume, the installed base of storage capacity is forecast to increase at a compound
annual growth rate of 19.2%.
Computing {i.e., Analyzing and Processing). Over 99% of collected data never gets used or
yZed. TTe thi JOUS W , data that are ultimately used will be processed into
more valuable products for their owners, such as:
» Individuals, a photo collection or recommended music playlist, healthy diet plan, or exercise
regime for individuals; and . » )
»  Businesses, insights on how to increase productivity and reduce costs, when to repair
equipment, what goods to produce (and the price to ‘sell them), or whether fraud may be

oceurring.

Ag‘glicationsg Big data is only as useful as the ability to read it. Therefore, data generators and

: d tools to analyze and read the data.” Businesses use tools to exfract data from

business systems and integrate it into a repo$|tor¥, such as a data warehouse. Once in the

warehouse, the data can be analyzed. Analytical tools range from spreadsheets with statistical

functions to enterprise resource planning systems (ERP), customer relations management programs

ECRM), payroll tools, and operational systems.

dge to Core to Cloud. The applications can be located:

<~ On-device (., on the same computing device where the data are stored); .

»  On-premises (i.e., in a data center maintained by an enterprise at a central or core location);

«  Atthe edge (i.e., at the location near where the data are generated);

» In the cloud (i.e., a data center operated by a cloud service provider, where over 30% of all
stored data is uploaded); or . )

»  Any combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move from
“edge to core to cloud.”

Artificial Intelligence. The phenomenon of artificial intelligence (Al) refers to the development and
yment Tter systems and aI?orlthms that can perform comﬁlex tasks typically requiring

human intelligence. Tp_da¥, the amount of data that is generated, by both humans and machines, far

outpaces humans’ ability to absorb, interpret, and make complex decisions based on that data. As a

result, users of data are increasin fy relying on Al for complex decision making. Specific applications

of Al include expert systems, natural language processing, image recognition, speech recognition,

content generation, and machine vision.

High-Performance Computing. Industry standard servers have been the backbone for multi-
mgrm-mﬁrn%rﬂw%g', utng. However, with the” explosion of data the desire to apply Al software and
algorithms to the data, high-performance computing has become essential for' compute-intensive

workloads, such as Al (including machine learning and deep learning), data analytics, graphics and
scientific computing, across hyperscale, cloud, enterprise, public sector, and edge data centers.
Increasingly, the modern server is equipped to handle high-performance computing (ll_-IPC),
Frocessm data and performing complex calculations at high ‘speeds. To put it into perspective, a
aptop or desktop with a 3 GHz "processor can perform 3 billion calculations per second. While that is
much faster than anY human can achieve, it pales in comparison to HPC solutions that can perform
quadrillions of calculations per second. These HPC environments incorporate a suite of products,
including Al technologies to train algorithms on large data sets that (2‘; learn patterns and make
predictions or decisions without bem? explicitly programmed (machine’ learning) and (2) employ
neural networks with multiple layers fo handle”complex tasks such as image recognition, natural
language processing, and speech recognition (deep learning).
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DOWNSTREAM: DATA CONSUMPTION

Receipt and Consumgtion. Once refined data are received, government agencies, enterprises and
Raviauars wr T data in one or more forms. They can:
»  Letthe data sit on their device unopened, . o .
»  Delete the data from their device (e.g., junk mail, remove duplicate images and media)
«  Consume it, and then:
*  Delete the data, or )
«  Store the data on the device, or . . o
< Work on tthe data, which restarts the data cycle of generation, processing, transmission, and
consumption.
Internet Use?s. The global population is 7.9 billion people. There are over 5.47 billion active internet
Users, so they account for approximately 66% of the entire world’s population. This also means that
2.7 billion people have no internet access. .Agproxmately 7.5 billion peoFIe are projected to use the
internet by 2030 when 500 billion devices will be connected to the internet.
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Data Activities

A UPSTREAM: DATA PRODUCTION

The Promise of Data. Many experts believe data (and particularly big data) hold the key to the future
because or therr abnty to reveal patterns and connections that significantly improve lives from secure
self-driving cars to more effective pharmaceutical treatments fo more ‘reliable weather forecasts
enabling farmers to get better yields or predicting drought conditions. To understand how to harness
the” b?n%ﬁtts of data, the starting point is to understand what data are, who generates data, and who
collects data.

Data Creation. Data volumes have skyrocketed. From 2010 to 2020, the amount of data created,
Captured, copred, and consumed in the world increased from 1.2 frillion g||gabytes_to 59 trillion
gigabytes, an almost 5,000% rate of growth! IBM estimates there are 2.9 million emails sent every
second, 375 megabytes of data consumed by households daily, 20 hours of video uploaded to
YouTube every minute, 24 petabytes of data processed per day by Google, and 73 products ordered
on Amazon peér second. More data was generated in the last two years than in the entire human
history before that. The total amount of data created, cagtured, copied, and consumed ?Iobally is
forecast to increase rapidly, reaching 180 zettabytes in 2025. We are swimming in a world of data.
Data Creators. Every individual, business, and government agency anywhere generates data:

«  Each second of each day, individuals generate data. On Google alone, people submit 40,000
search queries per second, which amounts to 1.2 trillion searches yearly! Each minute, 300 new
hours of video show up on YouTube. That's why there are more than 1 billion gigabytes (1
exabyte) of data_on Google’'s servers! People share more than 100 terabytes of data on
Facebook daily. Every minute, users send 31 million messages and view 2.7 million videos.
Smart devices'(for example, fitness trackers, sensors, and Amazon Echo) produce 5 quintillion
bytes of data daily. o )

. very business’ generates data (a) through its internal support functions (e.g., human
resources, procurement, legal, accounting, R&D, sales and marketing) that tends to be similar
across all business sectors and (b) arising from operations that are unique to its business sector
(i.e., the products and services the company sells), such as healthcare (health insights, data on
the effectiveness of different drug treatments, and improvements in emergency room care),
banking (customer account balances, and loan delinquencies), entertainment media (the T
shows subscribers watched durmg peak viewing hours), retail (customer profiles and purchase
histories and habits), energy and utility industries (sensors that indicate turbine and engine
performance), construction (building construction sequencing, and subcontractor scheduling),
and transportation (train conditions and fuel consumption). o ) )

* Inthe US,, the federal government is perhaps the most fprolmc generator of data, including
weather, employment, and economic statistics, surveillance footage of foreign troop movements,
the flight paths ‘of asteroids and comets, the amount of government student loans outstanding,
and data on the incidence of disease.

Data Collection. Although individuals, businesses and government agencies generate data for

Vi foinal data generation), each data qenerator is involved in collecting data from the
other data generators, which itself is a form of data generation (secondary data generation). For
example, a business will collect personal data from its customers in order to establish an online
banking account, the government will request data from a_pharmaceutical company to determine

whether to grant approval for a new drug, and individuals will collect data from the government or a

business in order to initiate litigation.
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BUSINESS DATA GENERATION
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Businesses are among the largest data generators and processors. Every company
nerates dafa (a) through its internal support functions that tends to be similar across all business sectors
.g., HR data) and (b) arising from its business operations that are unique to its business sector (i.e., the
products and services the company sells).
],n_tgma,l,,ﬁ%ppgn_na,{a. Internal support data that 1
are similar from one organization to another include
human resources, environmental, health and safety, . sector and r
financial performance, customer relations, periodic !
sales, the company’s annual plan an
contract managemeént, an squIy
procurement data. Because of these
companies are able to select from several commonly 1 P!
used or standard business software applications to
effectively manage information and produce the
information, results, and insights required to manage
the business effectively.
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GOVERNMENT DATA GENERATION

ifi The government (consisting of the federal, 50 state, and over

%ovemmen s) is a prolific generator and collector of data needed to provide for the safety and

: .S. citizens and matters of public interest, such as enforcing criminal and disclosure laws,

evaluating trademark and patent applications, providing national security and border control, administering
census data, and forecasting weather.
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Who Collects Business Data (and Why)?
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Ol
| Disaster aid, immigration, transport secu¥g¢ border control
i Housing i
Statistics, mortgages, holising assistance)

i i - Interior .
Indian affair, wildlife, national parks/monuments, mining leases

are personal In na
types of personal

Justice
Law/drug enforcement, antitrust reviews, prison management|

- Labor ]
(Wage/hour and injury reports, discrimination/labor complaints)

~ Museums
Museum collection, preservation, and research data
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Who Collects Government Data (and Why)?

Government

Businesses

Individuals

Government

Individuals

Handle

ler registry, voter

registration, driver's license,| | checks, securify clearances,
vehicle el

Build Employment Relationships
Application, drug tests, background checks)

Disputes
egal

proceedings and
discovery)

)

Protect Environment and Consumers
(Product investigations, clinical drug trials, environmental and|
consumer product safety regulation)

ubmit Government Reports
Taxes, legal reporting, subpoena response)

Vaccine development, drug
allocations, public alerts,
research

outpaces humans’ ability. [ b 1t ta. A
result, users of data are increasin fy relying on Al for complex decision making. Specific applications
of Al include expert systems, natural language processing, image recognition, speech recognition,
content generation, and machine vision.

= MIDSTREAM: DATA STORAGE & PROCESSING

age. Once generated, data will be stored until needed:

storage.

On disks embedded in stationary and mobile computing devices (e.g., desktop and laptop
computers, tablets, smartphones, digital assistants, wearables/watches, and fitness trackers);

In data centers operated by government agencies and business ente_rémses; or

In the cloud (i.e., mega-data centers operated by cloud service providers). .Surﬁnsmglly, only a
small percentage of newly created data (2%) is kept. Nonetheless, in line with the rapid growth
of the data volume, the 9mzsu}alled base of storage capacity is forecast to increase at a compound

annual growth rate 2%. i
Comp| E il ., Analyzing and Processmq). Over 99% of collected data never gets used or A
analyzed. Uespre this remengous waste of data, data that are ultimately used will be processed into

more valuable products for their owners, such as:

Individuals, a photo collection or recommended music playlist, healthy diet plan, or exercise
regime for individuals; and ) » )
Businesses, insights on how to increase productivity and reduce costs, when to repair
equipment, what goods to produce (and the price to ‘sell them), or whether fraud may be
oceurring.

q\g ications. Big data is only as useful as the ability to read it. Therefore, data generators and
collectors need tools to analyze and read the data.” Businesses use tools to exfract data from
business systems and integrate it into a repo$|tor¥, such as a data warehouse. Once in the
warehouse, the data can be analyzed. ~ Analytical to

functions to enterprise resource planning systems (ERP), customer relations management programs
CRM), payroll tools, and operational systems.

Edge lo Core o Coutl

. n-device (i.e., on the same computing device where the data are stored);

ols range from spreadsheets with statistical

e to Core to Cloud. The applications can be located:

! - ! ); !
On-premises (i.e., in a data center maintained by an enterprise at a central or core location);
At the edge (i.e., at the location near where the data are generated);
In the cloud (i.e., a data center operated by a cloud service provider, where over 30% of all
stored data is uploaded); or . )
Any combination of the above. Because the data landscape is more dispersed than ever, the
modern organization requires IT solutions that capture and analyze data as they move from
“edge to core to cloud.”

Artificial Intelligence. The phenomenon of artificial intelligence (Al) refers to the development and

yment Uter systems and aI?orlthms that can perform comﬁlex tasks typically requiring
human intelligence. Toda¥, the amount of data that is generated, by botl
0 absorb, interpret, and make complex decisions based on that data. As a

High-Performance Computing. Industry standard servers have been the backbone for multi-
wﬂakm_mﬁw utng. However, with the” explosion of data the desire to apply Al software and
algorithms to the data, high-performance computing has become essential for' compute-intensive

workloads, such as Al (including machine learning and deep learning), data analytics, graphics and
Ismennﬁ_c oiomFutlng, across hyperscale, cloud, enterprise, IEUbIIC sector, and edge data centers.
ncreasingly,

rocessing ydata and performing complex calculations at high speeds. To put it into perspective, a
ptop or desktop with a 3 GHz "processor can perform 3 billion calculations per second. While that is
much faster than anY human can achieve, it pales in comparison to HPC solutions that can perform
quadrillions of calculati S .

including Al technologies to train algorithms on large data sets that (2 |
predictions or decisions without bem? explicitly programmed (machine’ learning) and (2) employ
neural networks with multiple layers fo h: C

language processing, and speech recognition (deep learning).

he modern server is equipped to handle high-performance computing (lHPC),

tions per second. These HPC environments mcorgolrate El sglte of paoduc}(s,
earn patterns and make

handle complex tasks such as image recognition, natural
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The M is defined as!While
computin resources  and jencompasses

services ?e.g., servers, consumer
and business ?)pllcatlons, and
by loud

storage) ~ offere:

service ?rovider over the public

Internet

=

infrastructure aaS

Infrastructure as a

Platiorm as _a Service),

services for free (for a minimal 0
level of service), for a fixed fee, or  sensitive workloa
on an on-demand basis, allowing!the

CLOUD COMPUTING
6 Hybrid and Multi-Cloud

H%_ng'u_d. Most companies move
e cloud incrementally, putting
some of their workloads on a public
i i id " cloud or small-scale gnvate cloud to
cloudIservice provider over the public I gauge the experience
jinternet to anyone who wants to  plunge, while relying on their own data
centers to handle the bulk of their
) ( ) : d ov e | workloads. Others more committed to
service providers (typically one of jinternet (or over a private internal | the cloud may store sensitive financial
or customer ‘information on a private
cloud and use the public cloud to run
' enterprise _resource planning
1 applications. In either scenario, these
companies are operating in the hybrid
] cloud--a mixed computing, storage.
uyers of private cloud|and services environment made up of
These  services , on-premises computing, private cloud,
ublic  cloud “services, with
ration amonlg them.
n

platforms, soﬁware,band storag

0 anyone who wants to buy
use or purchase them. Cloud!

the Big Tech companies, such as
mazon Web ervices,
Alphabet's Google Cloud, and1Border
crosoft  Azure growde their

to only select users

genera\ public.

ervice), their federal
cloud-based platforms (PaaS orjlargest
form their  services.
applications (SaaS or Software as
a Service), andlor storagel(and confractors supporting the I orches
S government) to move ‘more X )
ds securely into - environment, enterprise use more than
their ! one cloud platform that each delivers a

efore taking the

a  multi-cloud

customers to pay only per usage jtechnology, and save time and | specific application. Governments and

for_the central “processing unit

CPU) . cycles,  storage,

andwidth ‘they consume. Cloud

overt

Public clouds = can also
eployed ~ faster  than

infinitely scalable platform.

resources while meetin
mission needs. Microsol

overnment, operates over

reseeable future. The |ocations I intelligence
service  providers assumejof Microsoft data centers that; backup in
responsibility for all hardware and 'host secret data for the U

infrastructure maintenance and
provide high-bandwidth network |
connectivity to ensure rapid
access to applications and data.

overnment are classified.

U.S. Cabinet Departments

an (Health and Human Services,
enterprise’s  own on-premises

infrastructures and with an almost!

Defense, Treasury, Justice)

enterprises use multiple cloud vendors
d they can choose IT services from
Tone of a handful of authorized I various. companies to ga) avoid being
services give " users access toyprivate cloud service providers to j locked in to one vendor

comﬁutlng tools, without the 'the .
( ead of physical 1200 data centers in 34 countries:
infrastructure. The cloud service | The company plans to build 50 to | particular
Frowder owns and admlnlsters|100 new data centers across the

he data centers  where

customers’ workloads run. Cloud 1

hat might raise

rices, (b) use what they perceive as
Ithe bestin-class capabilities from a

cloud service provider.
those related to clou
ata analytics or artificial
or (c) ensure they have a
the event of an ou fage at a

S. cloud service provider. The downside

roach is “interoperability’—

‘have having a platform or
process in place to Integrate various
cloud services into a usable format—
I'but many tools and systems to deal
1\ interoperability * issues  are
available from companies such as I1BM
and Accenture.
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Cloud Computing Services

M

consuming

and informa

Briorities. Th
Due to the public cloud, ( '
infrastructures have evolved from on-premises physical I
servers to virtualized platforms that support applications
and workloads across multi-cloud environments.

Key Data Center Equipment Categories !

10( Servers

rvel
Standard, high-performance computing,
applications, mission critical, web, database,
media, and emalil servers,

Security (Firewalls)
Application Delivery Controllers

OFFICE COMPUTING
Data Center

centralizes a business enterprise’s?
operations for the purpose of storing, backin:
up and recovering, managing,
disseminating data and applications.
building or Tacility large enough to house ener
IT ‘equipment in~ a climate-controll
environment, (b) equipment and software
operations and store data and applications
components” include servers,
networking, infrastructure such as hubs, switches
routers. bnd?es, gateways, multiplexers, transceivers,
lon security’ elements such as firewalls
VPN gateways, and infrusion detection systems), (c
support infrastructure (i.e., equipment contributin
securely sustaining the hlgghest IT system availal
and reliability possible—99.|
such as uninterruptible power sources, environment
control systems, and physical security systems, and (
operations staff to monitor and_maintain the IT a
infrastructure equipment on a 24/7 basis. Because they
house the organization's most critical asset (data), data
centers_are crucial for daily operations and business!
continuity of an enterprise and are top
ere are 7+ million data centerds worldwuge.

671%-99.995% availabilit

9 On Work Device

€_act o
rocessing, analyzing and

gtoring data on a personal
y-1 computing device, such
d) as a desktop, laptop,
are to run IT tablet, or smartphone.
‘core| Although ~ computing  is
systems, | mostly”  done through
11 @p lications posted in"a

[ many ata

1 Processing actions can be
done entirely within the
work device.

11 Computing Devices

(Desktop computers,
\workstations, thin clients, desk|
phones/land lines, printers
copy machines, and virtual
machine wear and tools—
keyboard, video, mouse
(KVM), and virtual machines
on a person computer)

Mobile
(Laptop computers, smart
phones and tablets
Both Catergones
(Apple, Dell Techriologies, HP |
Huawei, Lenovo, LG,
un

Mobile Device Makers
(Motorola, Oppo, Xiaomi)

(Load Balancer)

Storage Arrays

(Wired and wireless local are?

3
(Servers and Storage, Networking Firewalls,

| o Saas Paa$S
(Cloud Hosted (Development Tools, Database Management, v h walls,
Security, Data Center ﬁhyslcal Plant/Buildings)

App“‘é"’e'l'g;"f; See Business Analytics, Operating Systems)

laaS

Middleware
pen ap|

G rs
| (Alibaba Cloud Computing, Amazon Web Services, Microsoft Azure, Google Cloud, Oracle Cloud

(Algorithms

Primary, Data, and Unstructured Data Storage (A
Networking Equi
e
points, switches, routers, sensors, and related software; and
software-defined wide area network (WAN
_—— ——————————— —— —— 1
12 Key Data Center Applications Ca

%O ?\ic_ation programming interface
software that bridges an operating system and

the applications running on it
Big Data, Machine Leaming, Al

Personal

Lalvec) k)
delivery, cost management

(Al and machine learning, altered and virtual _reality, icati App Sty

interface API? puting, content | Developers Ap()\lcatlons
customer_engagement, ‘data analytics, developer toojs, end user & lope. See20)

computing, game tech, healthcare and life sciénces, Rybrid and mi

management and governance, media services, mi

operations, platform for modernizing exi

robotics, satellite, security, identity and

stream/batch processing analytics, Tableau software and

¢ reading Ut , tructured an

ration and transfer, mobile, networking, Micr%oﬂ&urbe,
antum technologies, (Agache, Ababa
L database, storage, | “Cibia iSH

compliance, serverless computing, usiness
other big dal waret}ouse oplimization M ci?ehewygbm‘ Ap(;shecea‘tslc))ns

business | MZ80 0

X&Em&gﬁ

price

Real-time Data Colloch

Stationary Device Makers
(Acer, ASUS, Fuijitsu, Dell
[Technologies-VMware, Sharp,
Sony, Toshiba)

Software Categories
(Accounting, Billing, Business
Intelligence/Data Visualization,|

Automation, Contract
Management, Customer

Build Business Relationships Disputes and defense agreements with allies, hacking,
I due diligence, credit (Legal terrorism, national security/surveillance of foreign
discoven/)and and officials, military and

weapons capability)

- Information
Suoni

Government
Reports Handle
(Taxes returns, Disputes
financial and (Legal
regulatory proceedings and
reporting) discovery)

14 EDGE COI\_IIPU'I.'IN(%h
Is

e
practice_ of capturing, .storin?,
processing, and analyzing data
near the client (i.e., where the
data is generated, such a
personal _“computing device)
instead of in a centralized data-
processing warehouse. At the
edge of any network, there are
opportunities  for  positioning
servers, processors, and data
storage arrays as close as
possible to "those who can
make best use of them. Where
a business enterprise can
reduce the distances, the
speed of electrons being
essentially constant, it can
minimize "latency (i.e., lag or
delays in communication over a
network). A network designed
be used at the edge
everages this minimal distance
o expedite service and
generate value.  Essentially,
edge computing = works
pushing data, applications and
compufing power awa¥ from
the centralized network to, and
running  workloads ~ at, its
extremes. In technical terms, it
is referred to as a “distributed
IT network architecture” that
enables mobile computing for
data produced locally.” By
contrast, massive amounts of
centralized data often mean
more risk, increased time spent
sorting through less helpful
data in the data center or cloud,
and a heavier investment in
enterprise  security. Edge
computing takes somme
pressure “off data centers by
processing and storing data at
alocal server or device level.

15 Edge Computing
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PERSONAL COMPUTING

PERSONAL
COMPUTING IN
THE CLOUD

When a customer uses a
cloud-based application (e.g.,
a  document storage
application such as Dropbox),
the customer is allotted a
certain amount of storage
space in an online server

known as "
These servers are_owne

v ) Yy

cloud service providers (e.g:,
mazon e ervices
Google Cloud Platform, and
Microsoft ~Azure).  Though
. by(. comparison,
companies like Dropbox also
function as a cloud service
provider for users of its
application. After the
customer installs the Dropbox
app.on a personal computing
device, any files that the
customer stores locally on
the device will be copied to
the Dropbox server as well. If
the customer make changes
to these files in one place,
updates are automatically

small

mirrored  everywhere.

synchronizing Dropbox files
locally ~ an onling, the
customer can access these
files anywhere and share

them with others more easily.
17 Cloud
Providers

ore

screen when needed.

applications (e.g., musi
By n28igation pr(()g?am) bu

18 PERSONAL COMPUTING ON DEVICE

is the act of F I g
sforing data on a personal computing device (i.e., a device
designed for only one person to use at a time). Although
computing is oftén done through applications hosted in the
public cloud, many data processing actions can be done
entirely within the personal computer.” Personal computers fall
into several categories, differentiated by their size: desktop
computers, laptops, smartphones, and’ tablets. A

g lesk use and is seldom moved. Tts
essential components consist of (a) external parts such as a
keyboard, a mouse, and a monitor and (b) internal parts,
ncluding _the central processor (the brain), memory,
storage.” Desktop computers are on the expensive end of the
cost Spectrum and tend to be m

rocessing, analyzin,

is not customizable.

and

powerful than their smaller
a N ety of applications, and can b
enhanced with additional storage drives and memol
or notebook, is portable and designed to fol
for carrying and storage. It includes a built-in screen, keyboard,
and pointing device {instead of a mouse). Laptops can run
most software applications, and are more expens
tablets and smartphones, but they are not customi
. is a portable computer consisf
touch-sensitive screen mounted on a plastic frame wit
computer components inside. It has no physical keyboard or|
pointing device, but a software-based keyboard appears on-
Though convenient because of their|
tablets have limited memory and storage and can
applications. A
ouch-sensitive ~ screen and can run
ic and photo organlzers, games, and a
lacks power ani

Personal Computing Devices

Id up like a notebook

ive than
izable or|
ting of a
h a small

mobile

Cloud Agglications
[ FileSharing ]

Cloud Storage
(Photos, music, contacts,
calendars, mail, documents,
eBooks, games)

Relationshi
Document Storage, Electronic
Signatures, Enterprise
Resotirce Planning, Expense
Reports, High Volume E-
Commerce / Payments, HR
Management, Marketing
Automation, Payroll
Productivity. Project
lanagement, Procurement
and ly Chain

L____Workload Optimizatio
Data Storage, Management, Backup & Recovery
Data Center Performance Monitorin

, Purchase Order|
and nventory Management,

R&D Lab Management‘ Virtuall
Meefing

(Data center device discovery, rack and floor space planning
ana?e_me_nt, chilled water system, connectivity analysis,
[capacity ulilization, network downtime, energy cost and utilization|
tracking for physical, virtual, and cloud-as: l
programing interface (API) to enabl

Software Developers
(é\DP, Alphabet/Google, Ciscol
ystems, Dna)Box icrosoft,
racle, QuickBooks

communicate, temperature management, and KP! fracking

Ol 0ks,
Salesforce, SAP, Zoho

al Assistants
1azon Alexal

DEZ &S

Selected Makers

Integrated Manufacturers
ApBIe, Amazon,
Alphabet/Google, Microsoft]

Operating System Developers
Licensorsto OEMs ~_For Internal Use

Original Equipment
Manufacturers
Acer, Apple, Asus, Dell
Technologies, Fujitsu, HP,
Huawel, Lenovo, LG,

Selected Makers
dLink, AWS, Cisco Systems,|
Dell Technologies, Edge
Intelligence, Equinix, Google
Cloud, Hewiett Packar
Enterprise, Huawei, [BM
Distributed Infrastructure,

: ivi Samsung, Sharp, Sony,
Devices | (Em';ﬁ?sdpurgahdvslrtm ets, | Tota, Xaomi
[_EdgeData Center | Navigation and Location lications
loT Hardware/Connected : = Selected Developers
Home Prod [ SocialMedia ] Activision Blizzard,
Online Shopping ry, eB g Amazon, Apple, EA Sports,
and Organization, Language

Cloud Service Providers

Publicly Available:
Amazon Drive, Google
Drive, Microsoft OneDrive|
Users Only: Apple iCloud

Translation, Games Storage

Eleks, GeekyAnts

Intellectsoft, Intuz,

Openxcell, Tencent,
illowtree, YML

DOWNSTREAM: DATA CONSUMPTION

Receipt and Consumgtion. Once refined data are received, government agencies, enterprises and
Raviauars wr T data in one or more forms. They can:

Let the data sit on their device unopened, . o .
Delete the data from their device (e.g., junk mail, remove duplicate images and media)
Consume it, and then:

*  Delete the data, or

«  Store the data on the device, or . . o
Work on the data, which restarts the data cycle of generation, processing, transmission, and
consumption.

Internet Users. The global population is 7.9 billion people. There are over 5.47 billion active internet
Users, so they account for approximately 66% of the entire world’s population. This also means that
2.7 billion people have no internet access. .Agproxmately 7.5 billion peoFIe are projected to use the
internet by 2030 when 500 billion devices will .

e connected to the interne

21

I, there 1S a data connection (cable, fiber, or ethernet) to a local hub or modem and then to a Wi-
Fi router for transmission. The transmission signal is localized (say, in a house or cafe) and only
available if the user is within close range (say 100 feet or 30 meters) of the router itself.” Mobile or
cell phone data, by contrast, does not require the user to be tethered to a local router.

. Most often, mobile data is used up in one of three ways:
mails, fexts, and direct messages all use mobile data. Emails with hi
attached will take a lot of data, while a short text say;

2) Web browsing or surfing the Web on mobile devices takes up a lot of data because webpages
end to have large images or videos. But a lot of this browsing data is used up by ads and unseen
trackers. Blocking this data not only removes unwanted clutter, but also can save phone data.
that needs to connect to the Web to update, refresh,

social media and streaming apps (e.g., Facebook, X GPS and Ridesharin

(formerly Twitter), Spotify, and Netflix) will quietly eat up your data.

(3) Apps are likely the bi %g?at dierx]tcamérr\])ézl

or download will use cel

ys:
k igh-resolution photos
ying “I'm here” won't take much at all.

DATA USAGE

Mﬁﬂaﬁ. Mobile data (also called “wireless” or “cellular” data) is the distribution of digital | _Top Application Categories by Data Consumption

[ata through a wireless network and is how a person gets online when they are not on a wired or High-Definition Video Streaming 900

a wireless Wi-Fi connection. It is an invisible connection usually to a satellite or a nearby cell Nelix. Disnoy+ Brime Vit Youluby) _ MBihr

tower that allows people to visit websites and use apps on their mobile device, o
-Fi. Data transmission by mobile Is fundamentally different from Wi-Fi. With Wi-

i i 480
; Video C_onferencm% wieR

Socia
Facebook, Instagrar

Standard-Definition Video Streaming 240
Netflix, Disney+, Prime Video, YouTube MB/hr

Media

Online Interactive Gaming

Web Browsing 60 MB/hr

| Med .
im. Snapchat, Tik Tok)

a that represent the size: :
hment, two hours of Netflix
or an entire photo library stored in  gg  eyanytes

Music Streaming
Spotify, Apple Music, SoundCloud

Ph

current size of 44
learn the measures of larger data sizes.

The size of data is measured in bytes. Bytes are
used to determine (a) the amount of computer
storage consumed by data and (b) the volume of ;
information that is sent over the internet in a given b bit
amount of time. For example.
uses about 7 gigabytes (GB) of mobile data per

month. Most intemet service providers (ISPs) will kg (obytes
charge fees to users of their internet networks based

on the number of bytes transmitted b¥
internet users have heard of kiloby

the user. Most  MB  megabytes

e es, megab\t/lesf GB  gigabytes
ytes, or even terabytes—everyday amounts of

s of, say, an email TB terabytes

V content PB  petabytes

azon " Photos. However, because because the

entire digital universe is expected to reach 180 ZB  zeftabytes

zettabytes (ZB) b&ZQZS, a 410% increase from the 5
B, internet users will need need to

yottabytes

1,000¢ bytes
1,0005 bytes
1,0008 bytes
1,0007 bytes

1,0008 bytes

1,000 bytes 1,000 bytes

1,0002 bytes 1,000,000 bytes
1,000% bytes  1,000,000,000 bytes
1,000,000,000,000 bytes
1,000,000,000,000,000 bytes
1,000,000,000,000,000,000 bytes
1,000,000,000,000,000,000,000 bytes

1,000,000,000,000,000,000,000,000 bytes

Intel, Oracle. SAP and Facebook
THE SIZE OF DATA
The smallest unit of data that a computer uses to
Oort 1/8 of abyte represent a binary decision (1 or 0),psuch as yes or no
the average American g pyes 8 bits 1byte ual to a single text character (e.g., “w’), and 10

One KB is equal to a sentence, and 100 KBs would

A 500-page e-book; 1 song download equals 2 to 5 MBs

20 million file cabinets

How much data each person on Earth produces per year

As much information as there are grains of sand on all
es

As much information as there are atoms in 7,000 human
bodies
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Modified Data
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Data_Transmission.

T
« theinternetor
+  radio wave transmission. )
The Internet. The internet is a worldwide computer network
perated by internet service groviders (ISPs))
f a_variety of data an S
interconnected devices. Data are transmitted (on demand in
the case of streaming services or online purchases) along the
interconnected fiber ‘optic cable networks owned by various
ISPs to (1) the consumers’ wired device or (2) to a local area
network where data flows through a data connection (cable,
fiber, or ethernet) to a local hub or modem and then to a Wi-Fi
router for transmission to the consumer’s wireless device.

Sender’s Location )
Netwark or LAN for Individuals and Wide Area

Wi
hat transmits

(i.e., Local Area
N

niemet_Works
chunks called pack

local internet service _provider
where it will move raj I
internet in a series of steps

CONNECTING STREAMS:
DATA TRANSPORT

tream to Midstream to Downstream
~_Raw, unprocessed data will be
T ividual's device (whether acting alone
or_for a business or government entity) to a data center
private_cloud or public cloud and back again as refine
data.. This cycle is_essentially a "round-trip" process, where
data is effectively mined, shipped, refined, and sfnpged again,
rocess typically occurs in

Although the round-trip ; 5 in.
data (as with“any shipping process

an eye, the transport of data
that involves logistics) takes time.

Modes of Transmission

Data (called messages) will be
er to a recipient via:

letwork or WAN for Enterprises) .

e blink of

media across

Gateway

e next nop denvers

Wireless Router thek (setnder‘f ﬂala‘

., a Switch; ackets 0 a long-hau

BRI PSP, one ofg the
telecommunications

Th
ChoppInt a
Kels. é)apchgpa
moves from the sender’s location (or local connects (o Sender access to their
area network or LAN) to the In rasl[eu'glure networks for a fee

glams that - transpor|
lata (at the speed of|
I\%h% on their networks
of fi

based on connection

speeds and bandwidth
levels.

Rrovid

(for Recipient)

P

Siraighlforward. The journey of the

several more paths. I
e by the routers in the ISP's network (in accordance with a
so-called "Border Gateway Protocol” or BGP)
moves across the Intemet. For the system'to work properly, the
B routers' cannot contain lies or errors
0 go off track — or get lost altogether.

ala pac
one by on

GP information shared amon
that might cause a data packet

nterﬂet ervice
rovider Network
(for Sender) ~——

=

which are plotted out
as the data packets

caﬁ\'v? uals and Wide

(i.e., Local Are;
Area Network or WAN for Enterprises)

Modem

Message

Fadln
A

g

astruciure
via the Modem

Arrival, I the final step, the data consumer's wired or Wi-Fi enabled desfination device
(the recipient's ?ersonal computer, tablet or smartphone) reassembles all the sender's

nt message. A separate message goes back through the
network to the sender confirming successful delivery.

25 Electromagnetic Spectrum Radiation. The electromagnetic
7 electromagnetic radiation, such
infrared radiation, visible light, ultraviolet

data packets inf

Tm el
as radio waves,
radiation,  X-rays, [ [
encompasses a wide range of electromagnetic frequencies
: _Trequencies” to extremely high
requencies) used for wireless communication. To transmit
and receive cellular signals, devices use antennas designed
for specific frequency ranges. For example, when a device
transmits a radio signal (€.g., a radio wave produced by an
alternating current in an antenna), it emits electromagnetic
waves that spread out until they encounter a receiving device
tuned to the same frequency. These waves can be be
modulated with information (such as sound or data) by varying
their amplitude (AM) or frequency (FM). The receiving device
then converts the waves back into the original sound or data.
To prevent interference caused when multiple devices that
share the same frequency range disrupt one another’s
1e Federal Communications Commission
(FCC) allocates different portions_of the electromagnetic
spectrum for specific uses (e.g., FM radio, AM radio
broadcasts, mobile networks, satellite communications,
and radar’

0 a col

;from “extremely

communications, the

rays. The spectrum

Wi-TF\i/,

enders
Device

Mobile Network Transmission

) and Satellite Networks:

~

~
—~
~~

Recipient's

Device
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Transmission Networks

Transmission _Network Owners.
andscape teatures mies o ber-optic cable that connects the
country to the world. While man
fragments of these networks are well-known (AT&T, Comcast,
Verizon), other less-well-known owners also play a vital role
e.g., Lumen Technologies and Cox Communications). There
are over 2,500 internet service providers in the U.S., but
nearly one-half provide wired connections, and only a few
offer complete coverage across the entire country.

Data Transportation Services
Wireless/Mobility Service Telecom Service
Wireless Voice, Data, Text and Public Safety Services) Providers

The U.S. internet

owners of the largest

(Alphabet / Google
Wireless and Wireless-Enabled Products BbaALS Tty
Handsets, Wireless-Enabled Computers, Wireless Data
( g g Spectrum, Comcast
Xfinity, Cox
@ H
Wireline Service/ Broadband Connectivity Lumen, Optimum, T-

(Internet Service via DSL, High-Speed, Fiber-Optic, and Mobile, US Celluiar,

Verizon)




